NudopmannoHHast NAMATKA IJIA 00y4ar0IIMXCH J1JIs
pasMmenieHus Ha opuuuaabHbIX UHTEepHET-pecypcax

C Kax/IbIM T'OZIOM MOJIOIEKH B UHTEPHETE CTAHOBUTHCS OOJIbIIIE, a INKOJIBHUKHA OJTHH U3 CaMbIX
aKTUBHBIX I0JIb30BaTesnel Pynera. Mexay TeM, HOMUMO OTPOMHOIO KOJIMYECTBA
BO3MOXKHOCTEH, HHTEPHET HECET U NMPOoOIeMbl. JTa NaMATKa JI0JDKHA TOMOYb Tebe 0e301macHo
HaXOJIUThCS B CETH.

KomnbroTepHbie BUPYCHI

KoMIbroTepHsblii BUPYC — 3TO pa3HOBUIHOCTb KOMIIBIOTEPHBIX ITPOrpaMM, OTINYUTEIBHON
0COOEHHOCTBIO KOTOPOM SIBJISIETCS CIIOCOOHOCTh K Pa3MHOXKEHHUIO.

B nononneHnue kK 3ToMy, BUpYChl MOT'YT IIOBPEIUTh WJIU MOJIHOCTBIO YHUUTOXUTH BCe (hailiibl U
JJAHHBIE, TIOJKOHTPOJIbHBIE II0JIb30BATENI0, OT UMEHH KOTOPOro OblLiIa 3allylleHa 3apakEHHas
IporpaMma, a TaKk)Ke NOBPEANUTh WM J1aXKe YHUUTOXKUTh ONEPALMOHHYIO CUCTEMY CO BCEMU
¢aiinamu B 1iesioM. B GobIIMHCTBE CilydaeB pacpoCTPaHIIOTCS BUPYCHl Yepe3 HHTEPHET.

MGTOI[I)I 3alIUTHI OT BPCAOHOCHBIX ITPOrpaMm:

1. Hcnonb3yit coBpeMeHHbIE ONEPAMOHHBIE CUCTEMbI, UMEIOLINE CEPhE3HBINA YPOBEHb
3aIIUTHI OT BPEIOHOCHBIX IIPOIPAMM;

2. TlocrosiHHO ycTaHaBiIMBai nauTH (LU(PPOBBIE 3AIUIATKH, KOTOPbIE aBTOMATUYECKU
YCTaHABIIMBAIOTCSA C II€JIbI0 IOPAOTKU MPOTrpaMMbl) U Ipyrre OOHOBICHHS CBOEH
ornepanroHHOM cucteMbl. CkauuBail X TOJBKO ¢ opULIMaATIBHOTO caiiTa pa3paboTunka
OC. Ecnu cymiecTByeT peKuM aBTOMAaTUYECKOTO OOHOBIIEHUS, BKIIOUH €T0;

3. Paboraii Ha cBoeM KOMITbIOTEpE O] paBaMM MOJIb30BATENs, a HE AMUHUCTpATOPA. ITO
HE TMO03BOJIUT OOJIBIIMHCTBY BPEIOHOCHBIX MTPOrPaMM HHCTAJLUIMPOBATHCS HA TBOEM
[IEPCOHAIBHOM KOMIIBIOTEPE;

4. Vcnonb3yil aHTUBUPYCHBIE TPOTPAMMHBIE MPOYKTHI U3BECTHBIX POU3BOIUTENEH, C

aBTOMAaTHYECKUM OOHOBIIEHUEM 0a3;

Orpanndb pU3NYECKUIl 10CTYN K KOMIBIOTEPY /7151 HOCTOPOHHUX JIMIL;

6. Vcnonb3yil BHEIIHME HOCUTENN HH(POPMALINK, TaKKe Kak ¢uienka, TUCK Win (aiin u3
MHTEPHETA, TOJIBKO U3 NMPO(EPEHHBIX HICTOYHUKOB;

7. He oTkpbIBail KOMIIBIOTEpHBIE (ailsibl, HOTYYEHHBIE U3 HEHAJEKHBIX HCTOYHUKOB. J{axe
Te (ailsibl, KOTOPbIE MPHUCIIAT TBOW 3HAKOMBIH. Jlyyllle yTouHH y HETo, OTIIPaBJISUI JIU OH
TeOe Ux.
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Ceru WI-FI

Wi-Fi - 3T0 He BuJ miepeiaun JaHHBIX, HE TEXHOJIOTHS, a BCEro JIMIIb OpeH 1, Mapka. Emie B 1991
rojy HUAepIaHACKas KommnaHus 3apeructpuposaia openg « WECAy, uro 0603Ha4amo
cinoBocodetanue «Wireless Fidelity», KOTOpbIi TepeBOAUTCS KaK «OECITPOBOIHAS TOYHOCTDY.

Jlo Hamero BpeMeHH AoIuIa Ipyras ab0peBuaTypa, KOTopas SBISIETCS TAKOH JK€ TEXHOJIOTHEH.
Ot1o abbpeBuarypa «Wi-Fi». Takoe Ha3BaHUE OBUIO 1aHO C HAMEKOM Ha CTaHJapT BHICIINH
3ByKOBO# TexHHKH Hi-Fi, 4TO B mepeBo/ie 03HaYaeT «BBICOKAsE TOYHOCTHY.

Ja, 6ecraTHBIN HHTEPHET-IOCTYII B Kade, OTEIAX U adPOIOPTax SBISCTCS OTITMIHON
BO3MOXKHOCTBIO BBIXO/Ia B MHTEpHET. HO MHOTHE 3KCIIEPTHI CYMTAIOT, YTO 001 0CTYyHbIE Wi-
Fi cetu He sBNsAIOTCA G€30MaCHBIMHU.



CoBertsl 110 Oe30macHOCTH padoTe B 001IeA0CTYHBIX ceTsx Wi-fi:

1.

He nepenasaii cBoro nmuunyto nHpopmanuio yepes oomenocrymasie Wi-Fi cetu. Paboras
B HUX, XeJIaTeJIbHO HE BBOJUTH MApPOJIU JOCTYIIA, JJOTHHBI U KaKHe-TO HOMEpa;
Hcnionb3yit 1 0OHOBIISIH aHTUBUPYCHBIE ITPOrpaMMbl B Opanamayep. TeM caMbIM ThI
o0e3omnacuiib cedst OT 3aKaYyKU BUpyca Ha TBOE YCTPOMCTBO;

[Tpu ucnone3oBanun Wi-Fi otkinroun pynknuio «O0mmii noctyn k daiiam u
npuntepam». JlanHas GyHKIUS 3aKpbITa IO YMOTYaHUIO, OJJHAKO HEKOTOPhIE
N0JIb30BATEIH AKTUBUPYIOT €€ /17151 y100CTBa HCIIOJIb30BaHus B paboTe mim y4eoe;

He ucrnonp3yit myonmansiii WI-FI muist nepenayu IMUHBIX TaHHBIX, HAPUMED IS
BBIX0/Ia B COLIMAJIbHBIE CETU WX B AJIEKTPOHHYIO I10UTY;

Nnonw3yit Tonbko 3ammuiiennoe coenunenne yepe3 HTTPS, a ue HTTP, T.e. npu HaGope
BeO-apeca BBOAM UMEHHO «https://»;

B MobunsHOM Tenedone otkmoun ¢pynkiuio «[logkmoyenne k Wi-Fi aBromatuyeckm.
He nomyckait aBTOMaTn4ecKkoro MmoAKII0YeHHs ycTpoicTBa K ceTsiMm Wi-Fi 6e3 TBoero
coriacus.

ConuajbHBIE CeTH

CouuanbHbIe CETH aKTUBHO BXOJST B HAIIly KM3Hb, MHOTHE JIFOJIA PaOOTAIOT U KUBYT Tam
MOCTOSIHHO, a B Facebook yxe 3apeructpupoBan MULIMapa YeIOBEK, UTO SIBISIETCS OJHOMN
ceIbMOU BCeEX JKUTEJIEN MJIAHETHI.

MHorue moip30BaTeIn He MOHUMAIOT, 9TO HH(POPMALUs, pa3MeIIeHHast UMU B COITMATIBLHBIX
CeTsAX, MOXKET OBbITh HaiiJIeHa U MCII0JIb30BaHa KEM YTOJHO, B TOM YHCJIE HE 0053aTENIbHO €
OJlaruM1 HaMEpPEHUSIMH.

OCHOBHBIE COBETHI IO O€30IAaCHOCTH B COIMAJIBHBIX CCTAX:

1.

Orpanuyb cucoK Apy3ei. Y TeOs B IPYy3bsiX HE HOJDKHO OBITH CIYYalHBIX U
HE3HAKOMBIX JIFOJIEH;

3amuiaii CBOI0 4acTHYIO *kH3Hb. He ykasbiBait mapounu, TenedoHsl, aapeca, 1aTy TBOETO
POXKIECHHS U IPYTYIO TUYHYI0 HHPOPMAIIUIO. 3TOYMBITIUIECHHHUKHA MOTYT HCIIOJIb30BaTh
Jnake HH(HOPMAIIUIO O TOM, KaK Thl U TBOM POJUTENH IIJIAHUPYETE IPOBECTH KaHUKYIIbI;
3amuinai CBOO penyTaIuio - Aep>KU €€ B YUCTOTE U 3a/1aBail cebe BOIpoC: XOTe ObI ThI,
4TOOBI APYyrUe MOIB30BATENN BUIENH, YTO ThI 3arpyskaemisb? [logymaid, mpexae 4em uTo-
TO OITYyOJINKOBATh, HATTUCATh U 3aTPY3UTh;

Ecnu Tbl TOBOpHUILIB C JIFOIBMH, KOTOPBIX HE 3HACIIb, HE UCIIOJIb3YH CBOE pealbHOE UMS U
JIPYTYIO JIMYHYIO HHPOPMAIIUU: UMSI, MECTO KHUTEIHCTBA, MECTO Y4€OBI U TIpOYEE;
W36eraii pazmenienus pororpaduii B InTepHeTe, T11e THI H300pakeH Ha MECTHOCTH, 110
KOTOPOW MOKHO OMPENEITUTh TBOE MECTOTIONOKECHHE;

[Tpu peructpanuu B COIMATBLHON ceTH HEOOXOAMMO UCTIONB30BaTh CIOKHBIE MTAPOIIH,
cocTosmue u3 OykB v UG U ¢ KOJUIECTBOM 3HAKOB HE MEHEE §;

Jlist conranbHOM ceTH, MOYTHI M IPYTUX CaHTOB HEOOXOIMMO HUCIIONIB30BaTh Pa3HbIe
naposi. Toraa eciu Te0s1 B3JIOMAOT, TO 3JTOYMBIIIUICHHUKH TTOJTyYaT TOCTYI TOJIBKO K
OJIHOMY MECTY, a HE BO BCE Cpasy.

DJIeKTPOHHbBIE IeHbI'H

DIIeKTPOHHBIE IEHBTY — ATO OYEHB YIOOHBIN CIIOCO0 MIIaTeXeH, OJJTHAKO CYIIECTBYIOT
MOIIICHHUKH, KOTOPBIC XOTAT MOJYYUTh OTU ACHBI'U.



3JI€KTpOHHI:I€ ACHBI' TOABHUIINCH COBCEM HCAABHO M UMCHHO M3-3a 3TOI'0O BO MHOTI'MX
rocygapCTBax g0 CHUX IIOP HE INPOIHCAHO IIPO HUX B 3aKOHAaX.

B Poccun xe oHu QyHKIIMOHUPYIOT U O HUX Y€ MPOMUCAHO B 3aKOHE, Te UX Pa3/IeystoT Ha
HECKOJIbKO BHJIOB — aHOHMMHbBIC U HE aHOHUMHBIE. Pa3Huiia B TOM, 4TO aHOHUMHBIE - 3TO T€, B
KOTOPBIX pa3peliaercs MPOBOAUTH onepaluu 6e3 uaeHTUUKaUY 0JIb30BaTeNsd, a B
HEaHOHUMHBIX UACHTU(DUKAIINH [TOJIb30BATENIS SBISICTCS 003aTeIBLHOM.

Taxoke clieayeT pa3nuyarhb JIEKTPOHHBIC (PHATHBIC AEHBIH (PaBHBI TOCYAAPCTBEHHBIM BaJTIOTAM)
U JIEKTPOHHbIE He(pUaTHbIE NEHBIH (HE paBHBI TOCYApCTBEHHBIM BAIIOTaM).

OcHOBHBIE COBETHI TI0 O€30MACHOM paboTe € NEKTPOHHBIMH JCHbIaMH:

1. TlpuBsixu K cyeTy MOOMIBHBIHN TenedoH. DTo camMblii yIOOHBIH U OBICTPBIN CIIOCO0
BOCCTaHOBUTH JOCTYII K cyery. [IpuBs3aHHbIi TenedoH MOMOXKET, ecliu 3a0y/ellb CBOi
TJIATEKHBIN MMAPOJIb WM 3aie1Ib Ha CAUT C HE3HAKOMOI'O YCTPOMCTBA;

2. HWcnonb3yii onHopaszoBblie mapoinu. [locie nepexona Ha yCUIICHHYIO aBTOPU3AIIHIO Te0e
y’Ke He Oy/IeT yrpoKaTh ONAaCHOCTb KPa)KH WJIU TepexBaTa IIaTeKHOT0 MapoJls;

3. BriOepu cnoxHbIif naposs. [IpecTynHukam OyaeT He MPOCTO YraaaTh CIOKHBIN Mapoib.
Hanexxnble maponu — 3T0 napoiin, KOTOpbIE COJIEPKaT HE MEHEE 8 3HAKOB U BKJIFOYAIOT
B ce0sl CTpPOYHBIC U MPOMUCHBIE OYKBBI, HIU(PPHI K HECKOJIHKO CUMBOJIOB, TAaKHE KaK 3HAK
nosuiapa, pyHTa, BOCKJIMIATEIbHBIN 3HaK ¥ T.11. Hanpumep, $tROng!;;

4. He BBOJIU CBOU JIMYHBIC JaHHBIE HA CATax, KOTOPHIM HE JOBEPSCIIb.

DJICKTPOHHAs 1OYTA

3J'I€KTpOHHa$I mo4yTa — 3TO TCXHOJIOTUA U MPEAOCTABIIACMBIC CHO YCIIYTH IO MEPECBUIKE U
MOJIYYCHHIO SJICKTPOHHBIX COO6H.[€HI/II71, KOTOPELIC paCIIPCACIIAIOTCS B KOMHLIOT@pHOfI CCTH.

OOBIYHO PNIEKTPOHHBIN MOYTOBBIH SIIUK BBITTIAIUT CIEAYIOUIIM 00pa3oM:
UMS_TI0JIh30BaTEISI(WUMS_JIOMEHA.

Taxxke kpoMme nepegaun NpOCTOro TeKCTa, UMEETCS BOZMOXKHOCTh MepeaaBaTh (paisbl.
OcHOBHBIE COBETHI IO O€30MAaCHOMN paboTe ¢ IEKTPOHHOM MOUTOM:

1. Hapno BbIOpaTh MpaBUIIBHBIN TOYTOBBIH cepBHC. B MHTEpHETE €CTh OrPOMHBIN BEIOOP
OecryIaTHBIX MOYTOBBIX CEPBUCOB, OJIHAKO JIyUIllEe JOBEPSITh TEM, KOTO 3HAElIb U KTO
IIEPBBII B PEUTHUHTE;

2. He yka3pIBaii B 1TmuHON TIoYTe JIMYHYIO HHPOpMaruio. Harmpumep, stydie BEIOpaTh
«My3BIKaNbHBIN _(panaT@» wim «pok2013» BMecTo «remal3»;

3. Hcnonp3yii ABYX3TAIHYIO aBTOPH3AIMIO. JTO KOTJa IOMHMO TIapoJisi HY’)KHO BBOJHMTH
KO/, IpHUChIIaeMblil mo SMS;

4. BpiOepu cI0XKHBIN Mapoib. [t Kak10ro mo4YToBOrO SIIKKa JOJIKEH ObITh CBOM
HAJCKHBIM, YCTOWYUBBIN K B3JIOMY I1apOJIb;

5. Eciu ecTh BO3MOXKHOCTB HalMCaTh CAaMOMY CBOM JIMYHBIN BOMIPOC, UCTIOIB3YH ATy
BO3MOKHOCTB;

6. Hcrnosp3yit HECKOJIBKO TIOYTOBBIX SITUKOB. [IepBbIi 111 4aCTHOM MEPETTHCKU C
azipecaTamMH, KOTOPBIM ThI IOBEPSIEIb. JTO ANEKTPOHHBIN aApec HE HAaJ0 UCII0JIb30BATh
IPU perucTpanuu Ha opymax U cairax;

7. He oTtkpsIBail (aiiiasl 1 qpyrue BIOKEHHS B MMChbMAaX JaXe €CJIM OHU MPUILIH OT TBOUX
npy3eit. Jlydie yTouHu y HUX, OTIPABIISIN JIU OHU Te0e 3T (ailiibl;



8. Tlocne okoHYaHUs pabOTHI HA IOYTOBOM CEPBUCE Tepe]] 3aKPHITHEM BKIIAJKU C CAUTOM
He 3a0y/1b HAKaTh Ha «BBIATHY.

Ku6epOy/uIMHT MM BUPTYaJibHOE U3/1€BATEJIbCTBO

KubepOymiuHr — npecienoBaHue COOOLUIEHUSIMU, COAECPKAIIMMU OCKOPOJIEHUSI, arpecCUIo,
3aIyTUBAHKE; XyJIUTAHCTBO; COLMATBHOE OOWKOTUPOBAHUE C MTOMOIIBIO PA3IMYHBIX HHTEPHET-
CEPBHCOB.

OcHOBHBIE COBETHI 110 60pHOE ¢ KHOEPOYIITUHTOM:

1. He Gpocaiics B 00ii. JIyummii crioco0: mOCOBETOBAaThCS Kak ceOsi BECTH U, €CIIH HET TOTO,

K KOMY MOXHO O0paTHThCA, TO BHaYaJle yCIOKOUThCs. Eciiu Thl HaYHelb OTBEYaTh

OCKOPOJICHUSIMU Ha OCKOPOJICHUS, TO TOJIBKO e1le OOJIbINe pa30XiKellb KOH(IUKT;

VYmpasinsii cBoeil kubeppemyTaluei;

3. AHOHHMMHOCTH B ceTd MHUMasi. CyIIeCTBYIOT CIIOCOOBI BBISICHUTB, KTO CTOHT 32
QHOHUMHBIM AKKayHTOM;

4. He crout BecTH XyJIMTaHCKHI 00pa3 BUPTyanbHOH )u3HU. HTEpHET (huKcupyer Bce

TBOM JICMCTBUS M COXPAHSAET UX. Y AATUTh UX OyAeT KpaiiHe 3aTpyIHUTEIbHO;

CoOuto1aii CBOM BHPTYaIbHYIO YECTh CMOJIOAY;

6. Wrnopupyit equuuHbIi Heratus. OIHOPa30BbIe OCKOPOUTEIbHBIE COOOILIECHHS JTy4Ile
UrHopupoBaTh. OOBIUHO arpeccusi NpeKpalaeTcs Ha Ha4aJbHOU CTaauu;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMU COOOILIIEHUSMH, B COLIMAIBHBIX
CeTAX €CTh BO3MOXXHOCTH OJIOKUPOBKHM OTIPABKH COOOLICHUN C ONPEACTICHHBIX a/IPECOB;

8. Ecnu 11 cBUAETEND KHOEpOyinHTa. TBOM NEfCTBUSA: BHICTYNIUTh IPOTHB
Ipecie0BaTeNsl, I0Ka3aTh €My, YTO €ro JIeHCTBUS OLICHUBAIOTCS] HETaTUBHO,
HOJ/IEPKaTh JKEPTBY, KOTOPOH HY)KHA IICUXOJI0rMYecKast MOMOIIlb, COOOIIUTE B3POCIBIM
0 (akTe arpecCUBHOTO MOBEACHUS B CETH.
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MoOunbHbIi TesiedoH

CoBpeMeHHbIe cMapT(HOHBI U IITAHIIETHI COJIEPKaT B ceOe BIIOJIHE B3POCIbINA (DYHKIIMOHAT, U
Tenepb OHU MOT'YT KOHKYPUPOBATh CO CTAllMOHAPHBIMU KOMIIbIOTepamMu. OJHAKO, CPENICTB
3aLUTHI TSI TOJOOHBIX YCTPOUCTB MOKA OYEHb MaJIO.

TecTupoBaHue U OUCK YA3BUMOCTEN B HUX ITPOUCXOJUT HE TaK MHTEHCUBHO, Kak Juid [1K, To
e caMoe KacaeTcs U MOOUJIbHBIX MPUIIOKEHHI.

CoBpemeHHbIE MOOMIIbHBIE Opay3ephl YK€ MPaKTUYECKH TOTHAIN HACTOJIbHBIE aHAIOTH, OJTHAKO
pacipenne (yHKIIMOHAJa BIICUET 3a cO00 OOJIBIIYIO CI0KHOCTh U MEHBIIYIO 3aLIUIIEHHOCTD.

llaneKo HE BCC IIPOU3BOJUTEIN BBIITYCKAIOT 06HOBJ’I€HI/I$I, 3aKpbIBAIOIINE KPUTUUCCKUE
YA3BUMOCTHU 11 CBOUX YCTpOﬁCTB.

OCHOBHBIC COBETBI JJIA 0e30MacHOCTH MOOUIILHOTO TCJ'IC(I)OHEIZ

1. Hwuuero He sBnsieTCcS MO-HacTOALIEMY OecriaTHBIM. Byab ocToposkeH, Beib Korjaa Tede
npeyiaraloT 6ecIuIaTHBIH KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAKHE-TO TUIaTHBIE
yCIIyTH;

2. Jymaii, mpex/e ueM otnpaBuTh SMS, ¢poto uiam Buaeo. Thl TOUYHO 3HACIIB, I71€ OHU
OyIyT B KOHEYHOM HUTOTE?

3. HeoOxoanmo 0OHOBIATH ONEPALMOHHYIO CUCTEMY TBOETO cMapT(hoHa;
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Hcnonb3yit aHTUBHPYCHBIE TIPOTPAMMBI JJ11 MOOUITLHBIX TeNe()OHOB;

5. He 3arpy»xaii npuiaoeHus: OT HEM3BECTHOTO UCTOUHUKA, BEJIb OHU MOTYT COJIEPKaTh
BPEIOHOCHOE MPOTrpaMMHOe 00eCIieueHHE;

6. Ilocie Toro kak Thl BBIIICIIL C CaliTa, IJie BBOAWI JIMYHYIO HH(OPMALINIO, 3ali1U B

HACTpOIKU Opay3epa u ynanu cookies;

[Tepuoanuecku MpoBepsiii Kakue IIaTHBIE YCIYTH aKTUBHPOBAaHbI HA TBOEM HOMEpE;

8. agaii cBOii HOMEp MOOMIIBHOTO Tene(oHa TOIBKO JOASM, KOTOPBIX ThI 3HACIIb U KOMY
JOBEpsiCIIb;

9. Bluetooth gqomkeH OBITH BBEIKITIOYEH, KOTIa ThI UM HE MOJIb3yelibcs. He 3a0biBaii mHOT 1A

MIPOBEPSTH 3TO.
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Online urpsl

CoBpeMeHHbIE OHJIAH-UIPBI — 3TO KPaCOYHbIE, 3aXBaThIBAIOILME Pa3BIeUeHUs], 00bEIUHSIONINE
COTHH ThICSY YEJIOBEK M0 BceMy Mupy. rpoku uccieayror JaHHbIH UM MHp, OOIIAIOTCS IPYT ©
JPYTOM, BBIIIOJIHSAIOT 3a/1aHUs, CPAXKAKOTCS C MOHCTPAMHU U IIOJy4aloT OIBIT. 3a YAO0BOJIBCTBHE
OHM IUIATST: MOKYNAIOT UCK, OINIAYMBAaIOT A00OHEMEHT WJIM IPUOOPETAIOT KaKUe-TO OIIIUH.

Bce aTu cpenctBa uayT Ha MojiepKaHue U Pa3BUTHE UTPHI, a TAKXKE Ha caMy 0€30MacHOCTb:
COBEPIIICHCTBYIOTCS CUCTEMBI aBTOPU3AIINH, BBIITYCKAIOTCS HOBBIC TTaT4H (I[U(POBEIC 3aIUIATKH
JUISI IPOTPAMM ), 3aKPBIBAIOTCS YSA3BUMOCTH CEPBEPOB.

B HO,[[O6HI>IX urpax CTOUT OI1aCaTbCA HC CTOJIbKO CBOUX COIICPHUKOB, CKOJIbKO KpaXHu TBOCTO
apoJisi, Ha KOTOpOM OCHOBAaHA CUCTEMaA aBTOpHU3allUuA OOIBIIMHCTBA urp.

OCHOBHBIC COBETHI 110 OS30IIaCHOCTH TBOCTO HUI'POBOI'0 aKKayHTa:

1. Ecnu npyroii urpok BeneT cedst MI0X0 WK co3aeT Te0e HEMPHUITHOCTH, 3a0I0KUpYH ero
B CIIUCKE UTPOKOB;

2. Tloxanyiicsa aAMUHUCTpATOpPaM UTPHI Ha IJI0XOE MOBEIEHUE ITOI0 UTPOKA, JKENATEIbHO

MIPUJIOKUTB KaKHE-TO JTIOKA3aTeNIbCTBA B BUJE CKPUHOB;

He yka3zpiBaii 1nuHyro nHGopManuio B npodaiine urpsr,

VYBakail Ipyrux y4aCTHUKOB I10 UTPE;

He ycranaBnuBaii HeopuIaabHble NaTYH U MOJIBI;

Hcrnonb3yil CII0KHBIE U pa3HbIE APOJIN;

Jaxe BO BpeMs UTPbI HE CTOUT OTKJIKOYaTh aHTUBUpPYC. I1oKa ThI Urpaens, TBOM

KOMITBIOTEP MOTYT 3apa3uTh.

No ok w

OUIIUHT WA Kpaka JUIHbIX JAaHHbIX

OObIYHOM Kpakel IeHeT U JIOKYMEHTOB CEroHs y»e HUKOTo He yauBuUfilb, HO ¢ pa3BUTHEM
WHTEPHET-TEXHOJIOTUH 37I0YMBIIUIEHHUKU IEPEMECTHIIMCH B UHTEPHET, U IIPOJIOJIKAIOT
3aHUMATbhCSA «JTFOOUMBIM» JIEJIOM.

Tak mosiBUIIach HOBas yrpo3a: HHTEPHET-MOILIEHHUYECTBA WK (DUILKHT, TJIaBHAs 1[eJIb KOTOPOTO
COCTOUT B TOJIY9E€HUH KOH(QUICHIIMATFHBIX TAaHHBIX T0JIh30BaTeNel — JIOTHHOB U mapoJeid. Ha
aHrMiickoM s3bike phishing unraercs kak gumuHr (ot fishing — peiOHas noBis, password —
MapoJib).

OCHOBHBIE COBETHI 110 OOPHOE C PUIITMHTOM:



1. Cnenu 3a cBouM akkayHTOM. Eclii ThI TO103peBacIiib, YTO TBOSI aHKETa ObLIa B3JIOMaHa,
TO HEOOXO0IUMO 3a0JIOKUPOBATH €€ U COOOUIUTh aIMUHUCTPATOpaM pecypca 00 ITOM Kak
MOYHO CKOpee;

2. HWcnonb3yii 6e3omacHbie BeO-CalThl, B TOM YHCIIE, HHTEPHET-Mara3uHOB U MOMCKOBBIX
CHUCTEM;

3. Hcnonb3yii ciaoxkHbIe U pa3Hble naponu. Takum oOpa3om, eciiu TeOst B310MAIOT, TO
3JIOYMBIIIJICHHUKHU TOTy4aT JOCTYH TOJIBKO K OJJHOMY TBOEMY MPOQUITIO B CETH, a HE KO
BCEM;

4. Ecnu 1e0s B3JIOMaNIM, TO HEOOXOUMO MPEIYIPEAUTH BCEX CBOMX 3HAKOMBIX, KOTOPHIE

no0aBJIeHbl y TEOS B IPY3bsIX, O TOM, YTO T€OsI B3JIOMaIH U, BO3MOKHO, OT TBOET'O UMEHU

OyZIeT pacchlIaThCsl CIIaM U CCHUIKM Ha (DUIIMHTOBBIC CAWMTHI;

YcranoBu HanexHbIH maposib (PIN) Ha MoOUIBHBIM TenedoH;

OTKITI0YM COXpaHEeHHUe MapoJst B Opaysepe;

He oTkpsiBaii Qaiinel u Apyrue BIOXKEHUS B MUCbMAaX Ja)Ke €CIIM OHU MPHUILIH OT TBOUX

npy3eid. Jlydie yro4Hu y HUX, OTIPABIISUTH JTU OHU TeOe 3TH (paiiisr;

No o

HudpoBas penyranus

[Mu¢posast penyranus - 3T0 HEraTUBHAsI UM MO3UTHUBHASL HH(OPMALIKS B CETH O Tebe.
Komnpomerupyromas nHGopmaius pa3MelieHHas B UHTEpPHETe MOXKET CepPbEe3HBIM 00pa3oM
OTPa3UThCS HA TBOEH PEAIbHOM KU3HU.

«udposas pernyranus» - 3T0 TBOW UMUK, KOTOPBIH hopMupyercs u3 nHbopMaluu o Tede B
WHTEpHETE.

TBOE MecTO KUTENbCTBA, yueObl, TBOE (PMHAHCOBOE MOJI0KEHUE, OCOOEHHOCTH XapaKTepa 1
pacckasbl 0 OJM3KUX — BCE ATO HAKAIJIMBAETCS B CETH.

MHorue noJpoCcTKH JETKOMBICIEHHO OTHOCATCS K IMyOIMKalMK JTUYHON UH(OpMAIMH B
WuTepHeTe, HE MOHUMAsi BO3MOXKHBIX MociencTBUN. Thl 1ake He CMOXKEIb 10TralaThCsl O TOM,
yTo (poTorpadus, pazmelieHHas S JeT Ha3ald, cTaja NIPUUYMHON O0TKa3a IPUHATH TeOs Ha paboTy.

KommenTapuu, pa3menienue TBoux Gororpaguii u Ipyrue AecTBUs MOTYT HE UCUE3HYTh Jaxe
10CJI€ TOTO, KaK Thl MX yJanuilb. Thl He 3Haelllb, KTO COXPaHWJI 3Ty HH(OpMAIHIO, TIOTaa JIh
OHA B ITOMCKOBBIE CUCTEMBI M COXPAaHWIACh JIM OHA, a TJIABHOE: YTO MOAYMAIOT O Tebe
OKpY’Kalolllee JII0/I1, KOTOpbIe HAWAYT U YBUIAT 3T0. HailTu nHpOpMaInio MHOTO JIeT ciycTs
CMOJKET JII000i1 — Kak U3 T0OpBIX MOOYXKACHHM, TaK U C HAMEPEHUEM NPUYUHUTD Bpea. ITO
MOKET OBITh KTO YTOJIHO.

OcCHOBHBIE COBETHI IO 3aIUTE LIUPPOBON penyTaIiu:

1. Tomymaii, mpex/ie 4eM 4To-TO MyOJIMKOBATh U MepeIaBaTh y ce0si B 6J0re Win B
COIIMATLHOM CETH,

2. B Hacrpoiikax mpoduis yCTaHOBH OTpaHUYCHHUS HA TIPOCMOTP TBOETO MPOMHIIS U ero
COZIEPKUMOT O, CHIEeIIall €ro TOJIBKO «JIUIsS IPY3€en»;

3. He pa3mMeniaii u He yka3biBail HH(POPMAIIHIO, KOTOPAs MOKET KOTO-JIM00 OCKOPOJISITh HITH
00MXKaTh.

ABTOpCKOE IPaBoO



CoBpeMeHHbIE IIKOJIbHUKU— aKTUBHBIE TT0JIH30BATENN IIU(PPOBOTo nmpoctpancTBa. OgHaKo
JIaJIeKO HEe BCE 3HAIOT, YTO MOJb30BaHUE MHOI'MMHU BO3MOXKHOCTSMHU LIU(PPOBOro Mupa Tpedyer
COOJIIOJICHHSI TTPaB HA MHTEIJICKTYAIbHYIO COOCTBEHHOCTD.

TepMHUH «MHTEIJIEKTYalbHasi COOCTBEHHOCTB)» OTHOCHUTCS K Pa3IMYHBIM TBOPCHUSAM
YEJOBEYECKOr0 yMa, HAYMHasl C HOBBIX M300pETEHUH M 3HAKOB, 0003HAYAIOIINX COOCTBEHHOCTh
Ha MPOJYKTHI U YCIYTH , U 3aKaHYMBast KHUTaMu, poTorpadusiMu, KHHOPHUIbMaMH U
MY3bIKaJIbHBIMU TIPOU3BEACHUSIMH.

ABTOpCKUE ITpaBa — 3TO [IPaBa Ha HHTEIUIEKTYaJbHYIO COOCTBEHHOCTb Ha IIPOU3BECHUS HAYKHU,
JUTEPaTyphl U UCKYCCTBA.

ABTOpCKHE ITpaBa BBICTYNAIOT B KAYECTBE TAPAHTUH TOT0, YTO UHTEIIIEKTYaJIbHBIA/TBOPUECKUN
TPyZ aBTOpa He Oy/eT HAIPacHBIM, JaCT €My CIIPaBeUIMBBIE BOZMOKHOCTH 3apaboTaTh Ha
pe3yibTaTax CBOEro TPY/la, MOJyYUTh U3BECTHOCTh U IIPU3HAHUE.

Huxkro 6e3 pa3pelieHus aBTopa He MOXKET BOCIIPOU3BOIUTh €0 MPOU3BEICHUE, PAaCIPOCTPAHSATh,
yOJIMYHO IEMOHCTPUPOBATH, IPO/1aBaTh, UMIIOPTUPOBATh, IIyCKaTh B IPOKAT, IIyOJUIHO
UCTIOJIHATD, I0KA3bIBATh/UCHIOIHAT B 3(Hpe WK pa3meniaTts B IHTepHeTe.

Vcnonb30BaHue «IIMPATCKOrO» MPOrpaMMHOI0 0OecredeHust MOXKET IPUBECTH K MHOTUM
pHUCKaM: OT MOTEPH JAaHHBIX K TBOUM aKKayHTaM 10 OJIOKUPOBKU TBOETO YCTPOMCTBA, I/Ie
YCTAHOBJICHHBIH He JierajabHast mporpamma. He cTouT Takke 3a0bIBaTh, 4TO CYLIECTBYET
JerajabHble U OecIIaTHBIE POrpaMMbl, KOTOPbIE MOKHO HAWTH B CETH.



